
 

 

 

 

 

 

 

 

Amazon Elasticsearch 
Service 

 

 

Fully managed, reliable, and scalable Elasticsearch service.  

 

 

Easy and Scalable Log Analytics  

Inside a VPC 

 

Lab Instructions  

(See Instructor for Need to Execute this Section) 

  



Building the solution 

Create a service linked role for Amazon Elasticsearch Service 

If you have never created an Amazon Elasticsearch Service Domain, you will need to 

create a new Role.  Check to see if it exist by navigating to IAM, then go to the Role link 

and search for “Elastic”.  Look for AWSServiceRoleForAmazonElasticsearchServiceRole. 

 

If the role exists, you can go ahead and proceed to the second lab instructions link. 

  



Ensure you have a user with a secret / access key that can execute IAM commands 

If you have not created an AWS IAM user on your account, please go to the following 

link to create the user.  You will need the secret / access key from the user to leverage 

the CLI unless you are running on an EC2 instance with a role for IAM. 

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html 

Give the user permissions to (create a policy, attach to user or role with user): 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Sid": "esclass", 

            "Effect": "Allow", 

            "Action": "iam:*", 

            "Resource": "*" 

        } 

    ] 

} 

 

Create the secret / access key.  

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html 

Ensure you have the latest version of the AWS CLI installed on your machine 

Please navigate to the following link to install the CLI if does not exist.  

https://docs.aws.amazon.com/cli/latest/userguide/installing.html 

If you already have the CLI, you will need to ensure it is the latest.  Leverage “pip 

install”, “yum” or grab the latest .msi from the link above. 

Once the CLI is at the latest and you have it configured using aws configure command 

(add secret / access key, region –since iam is agnostic of region can be any – choose 

us-east-1, and choose json format), you can then execute the following command: 

aws iam create-service-linked-role --aws-service-name 

es.amazonaws.com 

 

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html

